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= User quota

= Support for SSL

= QOAuth client credentials grant supported
= Restrict connections by host

= HTTP Strict Transport Security (HSTS)

= (Clickjacking protection

= HTTP Public Key Pinning (HPKP)

= MIME-Sniffing prevention

= Cross-site scripting (XSS) protection

(B2 O==NUp



KrakenD

3. 2dEE
B

+ KrakenD £ T H{O|{2| I}YE TAEof ol Bto|=3z| 2L
= oo 2t40M 28 2 7t
= Docker (KrakenD image)
= Mac OS X (Homebrew)
= Linux
= CentOS and Redhat

= Fedora

= Debian and Ubuntu

= Generic (via tar.gz)
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https://hub.docker.com/r/devopsfaith/krakend/
https://brew.sh/
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= Docker (KrakenD image)
= Docker HubO|A KrakenD image £ Ct2&H0F A X
= docker run -p 8080:8080 -v $PWD:/etc/krakend/ devopsfaith/krakend run --

config /etc/krakend/krakend.json
= CIHEZO HEZQAETL HO|E krakendjson K| |00 &t

Running KrakenD using the Docker container

$ docker run -p 8080:8080 -v $PWD:/etc/krakend/ devopsfaith/krakend run --config /etc/krakend/krakend.json
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https://hub.docker.com/r/devopsfaith/krakend/
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= Mac OS X (Homebrew)
= Homebrew =27t AAFE CIREE X2 ¢+ S HO[HZ|E

SEE!

Install on Mac via Brew

$ brew install krakend
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Linux

= CentOS and Redhat

1. Install the repo package
2. Install the KrakenD package
3. Start the KrakenD service

Terminal O CtS LHES SAF 20 E7):

$ rom -Uvh https://repo.krakend.io/rpm/krakend-repo-0.2-0.x86_64.rpm
yum install -y krakend
systemctl start krakend

Yum based

$ rpm -Uvh https://repo.krakend.io/rpm/krakend-repo-0.2-0.x86_64.rpm

yum install -y krakend
systemctl start krakend
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Linux
= Fedora

= Paste this in the terminal:
$ rpm -Uvh https://repo.krakend.io/rpm/krakend-repo-0.2-0.x86_64.rpm
dnf install -y krakend
systemctl start krakend

DNF based

$ rpm -Uvh https://repo.krakend.io/rpm/krakend-repo-0.2-0.x86_64.rpm

dnf install -y krakend
systemctl start krakend
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Linux

= Debian and Ubuntu

1.

> W

Add the key
Add the repo to the sources.list
Update your package list

Install the KrakenD service

$ apt-key adv --keyserver keyserver.ubuntu.com --recv 5DE6FD698AD6FDD?2

echo "deb https://repo.krakend.io/apt stable main" | tee /etc/apt/sources.list.d/krakend.list
apt-get update

apt-get install -y krakend
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Linux
= Generic (via tar.gz)
= Targz CH2E2E 51 4X| 7ts
= AN L2 SHA, PGA signature 0!

DEB based

$ apt-key adv —-keyserver keyserver.ubuntu.com --recv 5DE6FD698AD6FDD2
echo "deb https://repo.krakend.io/apt stable main" | tee /etc/apt/sources.list.d/krakend.list

apt-get update
apt-get install -y krakend
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https://www.krakend.io/docs/overview/verifying-packages/
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Monitoring Security Throttling Proxy QoS
- Logging - 85L - Rate limiting - OAuth - Concurrent calls
- Stats - Security policies - User guota - Protocol Translation - Circuit Breaker -
- Load Balancing - Grained timeout Hackend services
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Cache Aggregation  Manipulation Filtering Decoding
- Caching headers - Merge sources - Transform - From JSON, XML...
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= KrakenDesigner (Ul
= No Coding

o
>
ot

= Ul € Sl Configuration file &=H| %

= https://designer.krakend.io/

KrakenDesigner

KrakenDesigner

@ Dashboard

Service Name HTTP Server settings
4 Service configuration A

. Port
& Service Discovery and hosts My Service
- - : 8080

Afriendly name, title, date, version or any other short description that helps you recognize the JSON file when opened.

& Endpoints <
Port where KrakenD listens to connections, defaults to 8886 . The port can also be specified at startup time with the flag —p

U security options <

Available hosts A
l&a Logging and metrics o ) o

Add here all the addresses used by KrakenD to retrieve the data and if they are resolved by a service discovery: Mark this option to enable TLS in the listening port
# KrakenD Emulator

@ Static address resolution Etcd (enable}
& Documentation O DNS SRV fe.g: k8s) © Custom service discovery HTTP Read Timeout HTTP Write Timeout
DOpisable sanitize | address Maximum duration for reading the entire HTTP request, Maximum duration before timing-out writes of the response

Save The address where KrakenD connects to. Some valid examples can be https://myapi, amqp://host , 192.0.2.1:25 , including the body.

my. service.tld .

HTTP Idle Timeout

0s
Choose disable sanitization when the address string doesn't need to be checked for the protocol.
Maximum amount of time to wait for the next request when
keepalives are enabled

HTTP Read Header Timeout

Timeouts and TTL 0s
All settings below are used across all backends unless overridden explicitly in each endpoint Maximum time spent to read headers
Backend Timeout
30001 "
me Options
Default timeout for all connections against your backends, including the time spent in the whole pipe. This value can be overridden
later on specific endpaints. Output encoding
Default Cache TTL JSON A
000 Render register used by default to encode the output of KrakenD endpoints. You can change this setting later per endpaint
Value must be an integer expressing the number of seconds [ Allow non-RESTful resource naming

The time the service considers the erigin is still valid. Applies to GET requests only. The service does not cache anything but expedites By default KrakenD only works with RESTful URL patterns against backends. Enable this option if backends aren't RESTful, eg.: /url.
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» KrakenD website: https://www.krakend.io/

» KrakenD Download: https://www.krakend.io/download/

» KrakenD Document: https://www.krakend.io/docs/overview/introduction/
» KrakenD github: https://github.com/devopsfaith/krakend
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